Govt.Mai»l ID created for

PRINCIPALS/Tos of ITI/RIC

Officers at DIRECTORATE, SPIU, REG.DIRECTORATE &

‘ ’ Intials Phone_ ‘
SI No {Name Designation Number .,  |Email ID _
1 |brSriram ‘V_eﬂk“afama“ - Director 9447023856 | director.tg@kerala.gov.in
2 {Madhavan PK AddL. Director of Training | 9447435346 aqt;tkg@kegala'.goy.in
3 . |Dharmaajan KS AddL. State project Director | 9447214700 |  aspd.trg@kerala.gov.in
4 '|Madhavan PK Speciél Officer, k9746120346 s,pl_ofﬁcef.trg@kerala.gov.in
5 |Justin Raj B Joint Director of Training | 9447750652 | jd.trg@kerala.gov.in
6  |Sunil Jacob Joint Director Regional Kannur| 9447454006 V jd'knr.trg@keralé.gbv.in -
7 |[Ramla B Deputy Director of Training | 9447712151 | ddtrg.trg@kerala.gov.in
8  |Balachandran B! Deputy Director of Planning | 9446335604 | ddp.trg@kerala.gov.in
9 |Manesh Prasad D "Dep”tyStﬁﬁfgfﬁ“t’c“mp | 9#47528187 | dysaa.trg@kerala.gov.in
10 {Subhash G Trade Test Officer 9447479743 | tradetest.trg@kerala.gov.in
11 |Subhash G | Nodal Officer-eGovernance- nodal.projecté@kéralﬁ.gov.in
- , Projects v ;
12 |Baburajan S Technical Assistant 8921852830 ta.trg@kerala.gov.in
13 |Viju Abraham 7 JAAT 8921226685 | jaat.trg@kerala.gov.in -
‘ . PK Inspector of Training, _ L ; .
"14 - |Indira S Thiruvananthapuram 9446323457 lttvpm.trg@kerala.gpv.m
15 |Nehas MS Inspector of Training, Kottayam| 9446022257 itktym.\trg@kerala\.gov.in
.. ‘KB Inspector of Training, ' .
16 |Saji  Emakulam 9446606527 |tekl_m.trg@kerala.gov.lm
- 17 |Krishnakumar A | Inspector of Training,?alakkad " 8547414850 itpkde.trg@kerala.gov._in
18 s ara KP Inspector of ‘a . N B
18 _Slyasankdran -  Training Kozhikkode 9447719912 . |tkkde.trg@}<§ralafgov.|n
19 Rajan P * Principal, ITI, Chackai 9446616330 prmichck.trg@kéralg.g_ov.iri
20 |Sujatha 1| Principal, ITL, ATTINGAL. | 9497784287 priitiatngl-trg@kerala.gov.in
oy : MF - Principal, ITL, - y N - iy S
2»l | Samzraj Dhanuvachapurar 9847300932 prhtldvpm.trg@kerala.gqv.m '
22 - |Bindhu Is .Prmmpal, H(I\;;)(azhakutto-m 9495375452 ‘prlmntnkzkm.tri@kerala.gov.l.
e ~SS “Principal, ITI e
2 . ’ >
,73> Sobha i MALAYINKEEZHU 9446324886 . P‘ﬂltnml‘kzh.trg@ke(a]a.gov.m
24  |Mini L Principal, ITI, Parassala (W) 9495626337 pflwiﬁprsla-._trg@kerala.gov.in
25 |Jayan John - ‘Principal, ITL, Aryanad | 9446309037 pritiarynd.trg@kerala.gov.in
| 26 |Sudnasankar R *RIC Chackaj | 9495479536 . toricchck-trg@Kerata.gov.in |
27 |Vijayan B Principal, ITI, Chandanathope | 9388879840 | priticthop.trg@kerala.gov.in




28

Principal, ITI, BTC Kollam

; prlbtcklm.trg@kerala.gov.in I

Sreekumaran 9497692215
29 {Suresh Kumar R Principal, I'TI;' Kuminil 9496814313 | prlitikuml.trg@kerala.gov.in |
30 |Khaleeludeen H Principal, ITI, Chathannoor | 9446820027 | priitchthnr.trg@kerala.gov.in ‘
31 |Thomaskutty o ¥ Principal, ITI, ELAMADU 9496410264 prﬁtielamd.trg@kerala.gov.in g
32 |Harcesh Kumar B Principal, ITL, Kollam (W) | 9847874437 | priwitikim. irg@kerala.gov.in-
‘33 Rajan D. -Principél, ITI, TheValakkara' 94006679171 prlititﬁvlk.trg@keral‘a'.gov.in
34 |Ramachandran K | RIC Kollam 9446180599 torickollam.trg@kerala.gov'.i’n
35 |Rajendran KG Principal, ITI, Chenneerkara’ A94‘47985788 vprlitichkar,.trg@kéraIa.gov.in
36 |Sanalkumar P Principal, _rrLMezmvg!i(W) 9447562315 prlwitimzvl.trg@kera’l'a.kgov.i‘n
37 |Jayakumaran Chetti K ‘_.Principal, ITL, Ranni 8547155577 prﬁtiranni.trgéééraié.gof).in
38 | Mini Matew | princincl, ITI, Chengannur | 9495537256 prmichgnr.trg@keméa',gq&.i}a_
39 '|Suresh -G, Princ:lpal, ITI, Cﬁengamurm 19497338813 | prlwitfcgﬁr.trg@k;rala.va.in
40 |Sajeev v Principal, IT], Kayamkulam | 9746418876 prlitikykl'm.trg@keréla.\Qov.in
41 Jayadeva'Sharma TP Principal, ITI, Palli.ppéd 79496522380j brlitipllpd,.trg@ker,_ala.gov.iyn‘
42 |Soosi . Anteny Principal, ITL, Purakkad | 9496230824 prm,ipmkd't’%@,kera'a'9°"'i (
43 |Rajendran ' K Principal, ITI, Vayalar 9496110275 "prlyitivaylar.trg@keraﬁla.gov.in '
i |Vinod Kl\t . RIC Alap;vmzha' ' 944’}414084 ?or‘i;:aiépzha.tig@kerala.gov.i ‘
A45 Vijayan KB 'Pri'ncipal, ITI, Ettumar;ob'r 9446814367 prlitietr.trg@kéfala,go\};in.
46 |Shajahan” M Principal, rrlé‘%xmgmachcry 9497110190 pﬂwitiéhgry.'trgn@kenala.gov.i
47 |Jose Varghese Principal, ITL, Kanjikuzhy | 9446021761 | priitiknjkzh.trg@kerala.gov.in
48 |Reji "Paul Pﬁncipal, ITI, Pallickathode ' | 9447740910 P rlitfpkthod.trgn@kerala,gov.i
'49 Anila Ninan l?rincipag, ITI, Peruva 94469.106‘57 prlitiperuva.fr?’@kefala*goy‘i
50 |Vasudevan P Prin;ipél, ITI, Thiruvarppu ‘ 9495669SOi prlitithrvrp,trg@kerala.gov.ih
51 |Asis - AA RIC Kottayam 9048091570 ..toricko:ym.trg@kerala.go_\’/';in
52 | Anies Stella Issac | principal, I, tKattap‘panal:" 9846266551 p'ﬁ“ktpa”a‘t’%@kera'a'gm’fi
53 S{aldo_ f MG Princfipal,» I'I‘I,Rajakkyad' 9496120243 -prmirajakd.trg@ké‘raia;gov.i’n "
54 |Reghunathan K| Principal, ITI, Kalamassery | 8281068970 pritikimsry.trg@kerala.gov.in
55 -|Geetha MV Pr'i'ncipal,»ITI, Ka]amassery‘(W); 9446608065 " P ﬂwitiklmsr.trgn@keraIa.gov.j
56 |Rajappan PK . Principal, ITI, Arakuzha | 9495873030

prlitiarkzhairg@keralé.gdv.ih : '




cp

Principal, ITI, AVTS

priavtskimsr.trg@kerala.gov.i

v(;57 Vijayakumar Kalamassery 9633255402 ;

{ 58 |Awer Pl Principal, ITL, Maneed | 9744948880 p'"“ma”eed'ti’g@kera'a'”"'
59 |Musthapha KK Principal, ITL, Maradu | 9446688682 p”i“mar?d”'trﬁ@ke'a'a'9°"'i
60 |Suresh kv Principal, ITI, Vengoor = | 9446420516 p"iti"eng"r'tr%@keraia'gov'i
61 |Abida KA RIC Kalamassery 9400095246 |torickimsry.trg@kerala.gov.in
62 |Starey Paul Principal, ITI, Chalakudy 9020318232 | prlitichlkdy.trg@kerala.gov.in
63 |Balachandran Achad ' Principal, ITI, Chalakudy (W) | 9446606185 pr'wm‘:a'kd't'i@kera'a‘gm"‘
64 |Ajitha Ke Principal, ITI, Cherpu 9495196601 prliticherp.trg@keralé.gov‘in
65 |Josa PP Principal, ITI, Eriyad 9447814986 | priitieriyad.trg@kerala:gov.in |

—(6-“ Shaji . cv Principal, ITL-I:;aIa 9496226955 | prlitimala.trg@kerala.gov.in -~
67 Inaby MB Principal, ITL, MANALUR | 9497314566 pr'm"“a”a"'t'%@ke’a'a'gm"i
68 |Chandran Kp Principal, ITI, Desamangalam | 9446358385 prlitidsmngm.tirrgl;@kerala.gov
69 |Jeena KG RIC :fhrissur 9495853086 | torictsr.trg@kerala.gov.in
70 |Rathesshan c  Principal, ITL, Malampuzha | 9400226771 p”mma'th't'%@kera'a'9°V'i
71 |Narayanankutty K Principal, ITI, Malampuza (W)| 9495447690 p”W‘“m'th'"i@ke”"a‘9°"'i
72 {Viswanathan b Principal, ITI, Attappady 9495707862 | prlitiatpdy.trg@kerala.gov.in
73 |Radha- VG Principai, ITI, Elumbulassery | 9446254935 [prlitiemblsr.trg@kerala.gov.in
74 |Ajayakumar R Principal, ITI, Kozhinjampara | 9495082488 prlitikzhmpr.tr?l@keraIa.gov.i
75 |Mohandes Ke Principal, ITL, Nenmara | 9747197853 p”i““emmra‘tirg@ke'a'a'90"'
76 {Sajimon Mundadan Principal, ITI, Kuzhalmannam | 9745598687 prlitikpzhlm.tri@kefala.gov.i
77 |Sundaran K RIC Palakkad 9037679440 | toricpalkd.trg@kerala.gov.in
78 |Ravikumar € Principal, ITI, Areacode 9446.885406 priitiarcd.trg@kerala.gov.in
79 |Sunny KD Cmﬁ;}r;fz%m 9495013104 prIitichmnm.tri@kerala.gov.i
- 80 |Jaya 16 Principal, ITI, Maranchery 9495036061 | priitimrchr.trg@kerala.gov.in |
81 |Ajayakumar G Principal, ITI, Nilambur 9446342880 prJitinlmbr.trg@kerala.gov.jn‘
82 |Abdul Latheef P Principal, ITI, Puzhakkattici | 9446257813 prlitipzhkt.trg@kerala.gov.in'
83 |Jalajakumari KV | principal, ITL, Thazhekode (W) | 9495507729 p”Wit“thd‘"%@ke’a'a'gm"i
84 |MOHAMMED Ky Principal, ITI, Kozhikode | 9847344744 | priitikkde.trg@kerala.gov.in
.85 |Ravikumar R Principal, ITI, Kozhikode (W) | 9497283016 pﬂwitikkde.trg@kerala.gov.in
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Principal, ITI, Koyilandy

DavidChandran

Training Directorate

86 |Sumathy 9497651782 | priitikylnd.trg@kerala.gov.in
87 |Mohanan YE Principal, ITI, Koduvally 9446677703 | prlitikdvl.trg@kerala.gov.in
88 |Jameela Kayakkal Thazheth Principal, ITI, BEYPORE 9496219469 prlitibeypre.tr%@kerala.gov.i
89 |Madhu CK Principal, ITI, Maniyoor 9846241211 prlitimaniyr.trg@kerala.gov.in
90 |Mary PD Principal, ITI, Naripatta 9745078587 | prlitinrpta.trg@kerala.gov.in
91 |Muraleedharan K Principal, IT, Perambra | 9446026556 | PrIUPrmbra-trg@kcerala.gov.
92 Shynkufnar G Principal, ITI, Thiruvambady | 9495033442 prlitithrvmb.trgr;]@kera!a.gov.i
03 |Rafeek ™ Principal, ITI, Vadakara 9447100936 prlitivdkra.trg@kérala.gov.in :
94 |Anuradha cL Principal, ITL, VALAYAM | 8714450241 pr"“"a'aym't’i@kera'a‘go‘,j'i
95 |Sinchu v RIC Kozhikkode 94464_41468 1orickzkd.trg@ke.rala.gov.in
96 |Thomas peat | Yehapilly Principal, ITI, Kalpetta " 9&735524 pritiklpta.trg@kerala.gov.in
97 |Sasankan K Principél,m, Neameni (W) | 9447635080 p”‘"’i“”e”m'."tif@kera‘a'9°"'
98 |Balakrishnan MA Principal, ITL, Kannur | 9447849080 pr”t”‘a””“"tri@kera'a'9°v'i
99 -|Ramakrishnan A Principal, ITI, Kannur (W) 9447085915 | priwitikanr.trg@kerala.gov.in
100 |Santhosh Kumar N Principal, ITI, Finarayi 9447886161 prlitiphryi.trg@kerala.gov.in
101 |Manoj tumar T Principal, ITL, Kuthuparmba | 9400439138 p”iﬁkthpmb't’%@kera'a'gm"i
162 |Lalitha K Principal, IT, Madayi | 9747343282 p”i“madayi't’%@kera’a'g"ﬁ
103. |Madhusoodanan G Principal, ITI, Peravoor 9496515015 | prlitiprvi.trg@kerala.gov.in
104 |Sivan KK Principal, ITI, Peringome | 9446839510 pr“tipe”‘gm'"g@kera'a'9°"'i
105 |Kunhiraman Kv K&’?&ﬁ% 9446677703 | priitikrmthr.trg@kerala.gov.in
106 |Prameela P RIC Kannur 9946577300 torickannur.tr%@kerala.gov.i
107 |Chandrasekharan _ N Principal, ITI, Kasaragod 9447231279 prIitiksrgod.trgn@kerala.gov,i
108 Chiﬁra>mgadhm PV Principal, ITI, Kayyur 9495617167 |priitikayyur.trg@kerala.gov.in
109 -|Baby Joseph Principal, ITL, Madikkai | 9496469393 | priitimadki.trg@kerala.gov.in
110 [Muhammed Akbar Principal, ITT, Pullur 9495823050 prlitipuilur.trg@kerala.gov.in
111 |Shajan TA Principal, ITI, Seethamgoli | 9961519945 prlitisethéi.trg@kerala;gov.in
112 |Sobhana D Principal, IFL, West Eleri (W) | 8120777317 | Privitiwselro@kerala gov.
113 |Anil kumar SV Principal, ITL, Perumatti | 9446195529 p"pemmam'"g@kera'a'9°"'i
114 be Fair copy superintenden, 9447142372 tapal.trg@kerala.gov.in
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F. No. 2(22)/2013-EG-|
Ministry of Communication & Information Technology
‘Department of E!ectromcs & Information. Technology ,

Introduction:

1.1 Government of lndla has formulated the “E-ma:l Pollcy of.

Government of India”. This document ‘supports the
implementation of this policy by prowdrng necessary guidelines
- regarding “E-mail Account Management -and Best Practices

for Effective E-mail Usage”

~ E-mail Account Menagement

2.1‘. | Creation of E-mail Addresses

Based on the request of the respectlve organrzatlons 1A W|II
create two ids, one. based on the designation and the other based
on the name. Designation based id's are recommended for
officers dealing with the public. For ids created based on
designa’tion, it is,strongly recommended»that One Time password
(OTP)® “is- used for authentication Use of alphanumeric
- characters .as part of the e-mail id is recommended for sensntlve

users as deemed appropnate by the competent authority.

a) In addition’ to the government users as mentioned in the “E-
mail Policy” of Government of India , accounts for
-outSourcedlcontractual[‘” employees shall also be created
after dueaUthorization from the competent authority of that

' respective organrzatxon‘sl These accounts shall be created
with a pre- -defined explry date and shall be governed by the
“E-mail Pohcy of Government of India”. ‘

b)  Account can be created by the authorlzed person from an
orgamzatlon by using the “Delegated Admin. Console” or by
- routing their request to 1A, For more detalls refer to the “E-

mail Policy of Government of India”.

‘Page 3 of 13
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2. 2 Process of Account Creation

2.3

a)

d)

An e- ma:l account has to be created for every user in an
organization. The user needs to request for an account by

filling the form available on the e-mail site and send it to the

"~ nodal off icer of respectlve orgamsatton

The nodal officer of an organization shall authorize creation
of new e-mail accounts.

The e-mail accoun: is created based on the NIC e-mail*
addressing policy available =~ ... - at

http¥//www.deity.qov.in/content/policiesquidelines/ under the

ception “E-mail Policy”.

If a user ergamizatton wants to adopt an addressing peticy

that represents their -identity, the IA would heedrlto be

: mformed by the user organnzatlon FHowever “id” uniqueness

'_needs to be malntalned Hence prior to sendlng a request for

“id" creation, nodal officer should use the tdlookup tool '

available on the IA’s e-mail site to ensure “d” avatlablhty

Process of Handover of Designation Based E-mail Ids

a)

Users shall hand" over the designation based bid to their
successor prior to moving out of the office. User can

continue to use the name based id-assigned to them on the

‘Government e-mail service during their entire tenure in Gol.

Prior to leaving an organization on transfer, the user to

'Wh'om the designation based id had been assigned shall

ensure that the password for the id is changed. The,‘
successor shall need to, get the password. reset after taking

over the post.

The nodal officer in each organization shall ensure that the |

- password is changed prior to giving “No- Dues to the user.

Page 4 of 13
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The above process shall be followed without any exception.

If an rd is misused, the respective nodal. ofﬂcer of each, |

: orgamzatnon shall be held accountable.

The nodal offoer and the user shall lnform the IA pnor to

their superannuatlon/transfer of the user by sending an e-

mail to support@qov.m

‘Data Retention
- Users are responsible for e-mails saved in their folders as

~ they deem appropriate for e.g. Inbox, Sent l\/lail,'k“anyz_ other

folder created byrthe user. E-mails shall be automati'cally

purged from ‘Trash” and “Probably Spam ©F folders after a

o specrfed tlme period by the 1A.

Data -Backup

a)

Tne IA takes'a baoxup of *ne e-mail data on a regular basis

to ensure tmely recovery from a S/stem failure/crash/loss

|mpaot1ng the service.

‘ anh user is responsible for the individual e-mails stored in

their . folders. The IA shall not be responsrble for any_

aocrdental deletron of e-mails by the user.

E-mails lost as a result of wrong conﬁguration -of’ the lOcal

- mail clients (e.g. Outlook/EudorafThunderbrrd etc) shall not -

be the respon5|blllty of the lA

. The IA shall not offer a service for restoratlon of lost data

due to an actron commltted by the user.

~In the eventuality of a“dlsaster/calamrty, all possible attempts

to restore services and content shall be made However in

cxrcumstances beyond the control of the lA it would not be

- held responsrble for loss of data and services.

Page50f13
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2.6 D'eactivation‘of‘Accounts:

2. 6 1 Deactavatlon 1 or deletion of an account shall occur under

the following condttlons

a)’

b)

“The officer retires/resigns from Service: The _usen S

shall surrender their official destgnation ‘based

accoUnt 'p~rier to getting relieved from the service.

However, name based e-mail addresses can be

retained as per the conditions s’peeiﬁed in ‘clause 2 8

 below: It.is mandatory for the users to inform the 1A

regardmg their superannuatton/reagnatton by sendlng'

amail to support@qov.ln

The officer is no longer in a position to perfornd
his duties (death/missing, etc).The name based e-
mail id of the user shall be deieted by the IA. The

nodal - officer. of that respective Orga_nisation shall

 inform the 1A by sending a mail to support@gov.in .

. Inactive account: Any account which is inactive for a

period- -of 90 days shall be deactivated under

intimation to the concerned department. The user id

along with the data shall be deleted from the e-mail

- system after a period of 180 days, if no request for .

activation s ~received  during  this ~period..
Subseq‘uently, all formalities shall need to be
completed for re- opening of the said account with ‘the_
same id, subject to ava:lablhty In. such cases, data

from the backup shall not be restored.

Violation of policy: .The authorized person at the |

‘ organization under whose request the account has
~been created shall inform the|A when any of the'

above conditions are triggered. Intlmatxon shall be
sent to support@qov in |

Mlsuse of account: Whenever |nformat|on is not sent, '

Page 6 of 13
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Data Retention

a)
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The above process shall be followed without any eXception
If an id is misused, the respective nodal offlcer of each

organlzatron shall be held accountable

The nodal officer and the user shan mform the 1A pnor toh_
their superannuatlon/transfer of the user by sending an e- -
mail to  support@gov.in

Users are responsible for e-mails saved in their folders as
’they deem appropriate for e.g. inbox, Sent Mail, any ‘_o'ther
folder created by the user. E-mails shall be automatically
purged from ‘Trash” and “Probably Spam ®I" folders after a
specified time period by the IA. | |

Data Backup.

&)

b)

The IA takes a backup of the e-mail data on a regular basis
to ensure timely recovery from a system farlure/craeh/lmsv

lmpactmg the service. -

‘ Each user is resbonsible for the'individ.ual e-mails stored in -
their folders. The IA shall not be respon51ble for any

accidental deletion of e- marls by the user

E-maats lost as a result of wrong’ conflguration of the local
mail clients (e.g. Outloox/Eudora/Thunderblrd etc) shall not

be the respon3|b|||ty of the A, -

The IA shall not offer a servrce for restoratlon of lost data

due to an action committed by the user.

"~ Inthe eventuality of a. disasfer/ca|amity, all possible attempts

to restore services and content shall ‘be made. However m
‘circumstances beyond the control of the IA it would not be

.. held responsible for loss of data and servnoes. »
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2.6 'Deactivation of AccOuntsi

2 6.1 Deacttvatlon 7 or deletlon of an account shall occur under

' the followmg conditions:

a)

b)

The officer retires/resigns from Service; The. user

“shall surrender ‘th‘eir official designation "based
'account prior to getting relieved from the service.
'HOWG\C" name based e-mail addresses can be
retained as per the conditicns specnfed in clause 2.8 '~

“ below. It is mandatory for 32 users. to inform the IA

regarding their superannuation/resignation by _sending

amailto . support@gov.in

‘The officer is no Ion‘ger in a position to: perform

his duties (death/mlssmg, etc) The name based e-
mail id of the user shall be deleted by the IA The
nodal officer of that respa astive organlsatlon shall

inform the 1A by sending a ‘mail to support@gov.in

Inactive account: Any account which is inactive for a
Aperiod of 90 days shall be .deactivated under

intimation to the concerned department. The user id

along with the data shall be deleted from the e-mail
system after a period of 180 days, if no request for
activation is received during this period.

Subse’quently, all formalities shall need to be

 completed for re—openihQ of the said account with the
" samé id, subject to availability. In such cases, data _

~ from the backup shall not be restored.

Violation of policy: The authorized person at the
organization under thse request the account has‘«.-
been created shall snform the 1A when .any of ‘the
above cond:tons are tnggered tntxmatlon shalt be
sent to support@qov In

stuse of account Whenever mformat:on is not sent
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or sent at a later date, the 1A shall not be responsnble
in case the account is misused and comes under the

- scrutiny of the designated mvestagatnng agencies.

2.6.22 Based on the conditions above, and as per the ‘status of.

the offcer competent authonty of respectwe orgamzatnons
shall introduce a process to. ensure that e- malt id is either .

f deaf‘t!vated/deleted/password changed pror to g:vmg ‘no-

dues to a user

2.7 Desktop Protection

2.8

b)

Sparn filters and anti-virus filters have been confg’ured at the
e- -mail gateways by the IA. These filters are tnere to protect '
the e-rnail setup from viruses and unsolicited e-mail, Whttst
these fitars are constantly updated, the 1A cannot guarantee
tnat it shall provide 100 Y protectton agalnst all viruses and -
spam- v ‘ | ‘
Users using ths ‘desktop/laptop/handhe!d devices shalt_ o
ensure that all recommended best practlces are followed
from time to time.

Status of account i in case of ReSIQnatlon or Superannuatlon '

',b)"

d)

At the time of resignation or superannuatlon _users shall '

_inform  the rodal officer/IA regardxng their reSlgnatton of

superannuation through the competent authonty

The nodat officer/IA shall accordingly change the user's

- account status. lhlS shall be made mandatory before the

concerned orgamsatlon gives a “No-Dues” certifi cate to, the -

L..user and the retirement benefi ts are processed

.The desxgnatlo, based id shail be processcd as mentloned J

against ctause no 2.3 above.

As‘mentioned in the “E-mail Polic.yi of Government of, India”,
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a user who reSIQn or superannuate after rendermg at least

' .20 years of. service shall be allowed to retain the e-matll ‘

address userid@qo‘v;in for - one. year ’,postv resignation. or’
‘superann'uation Subsequently, a new e-mail address with
the same user id but with a dtfferent domain address (for .

nstance usend@pensxon qav. in), would be provided by the

IA for their entire life. It is expected that within one year,
users shail change the e-mail address at all places as

required by them. During this one vsar, if the name based

. account is not used for a pericd o790 days, the account shall

be deleted and no request for activation shaH‘ be accepted
by the IA. ‘ ‘

The use of the account post retirement shall be-governed by

~ the current policy and subsequent updates of the same." ‘

9

Availlability ‘of a governmentvemail id post retirement does

- not entall an empbye to- any remuneration.

In case a user resxgns from service before completlon of 20

years, the name based e-mail id shall be deleted. as part of

- the “No-Dues” process. These needs to be ensured by the.
‘competent - authority of each organization and the 1A

‘accordingly shall be informed.

3. Secure access of Gol E-mail services for Officials

stationed outside India/ working in Ser_lsitive,'Of.fiCes.

3.1

Officials shall be issued the VPN token after completing the

registration process_'as indicated on the IA's VPN services site’

"(httb:/van.'nivc.in). For any quefies/troUbIeshdoﬁng, mail can be

" sent to vpnsuppqrt@qov.ih-. OTP shall be delivered using easy to -

" access channels l‘ike,}wwobile agents/SMS/alternate e-mail address
(preferably from a service provider within India)/hard ~an"d “soft .
tokens. NIC shall issue the oTP token based on user's reques‘t'_ -

and preferred mode o: access.
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3.2 Prior to integration of VPN and OTP with the e-mail services, a

Users are advised to adopt the fottowxng best praottces for safe usage of

- pilot will be conQucted with select missions .abroad and changes

in the deployment will be introduced baSed on challenges

encountered, if any.

' Recommended Beet Practices = '_ . .

e-mail serwces

a)

d)

All users must check thelr st login datails whlle accessmg their -

e-mail accounts by using the application created for this purpose L

More details are available in the “NIC Services and yUsage Policy”

‘available ~at  http://www.deity.qov. in/content/policiesquidelin’esv,

under the caption “E-mail Policy”. This application helps in

making users awara of ¢ an/ unauthonzed access o their account

Use of encrypt tion and DSC @ js mandatory for sendmg any mall

daemed 2s clasmf’e or senelt;ve ’

It is strongly recommended for users workmg in sensitive oﬁ'ces

to use OTP for secure authentlcatlon

‘The user should change passwords on a per|od|c basis or as per

. the password pollcy avallab!e ' at

http: //wwwdertv qovm/content/oohmesqundehnes under:* _ the

caption “E-mail Policy”.

. It is recommended that the users should logout ttom'th‘eir mail
~ accounts whenever they leave the" 'computer 'unattended for a
considerable period of time. The current e- mail apphcatxon of the
1A has an auto-logout feature that is trlggered after a pre- def ned -

“period of lnactlwty

kOther than Government webs’ites the email ids and. e-mail

address aSS|gned on the Government e-mail service should not

be used to subscribe to any service on any website. Mails

received from sites outside the Government may contaxn v1ruses ,

Trojans, worms or other unsafe contents.
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It-is strongly recommended that the users use the latest versxon .

. of thetr Internet browser for safe browsing.

‘ The ‘save password” and auto complete features of the browser
l shou!d be disabled.

Theﬁles downloaded from the Internet or accessed frorn the

portable storage media should be scanned for malicious contents =

~ bafore use. : ;

‘To ensure integrity of the Adownloaded files, ‘digitaly

signatures/hash values should be verified where\‘/er,possib!e

Before acceptmg an SSL ® certificate, the user should- venfy the
authenticity of the certlfcate User should type the complete URL

(ol for accessing the e-mails rather than click on a mail link for

~access. This is recommended to avoid phishing ‘' ' attacks.

The IA do'es not ask for details like login id and password over e- . -

‘mail. Users should disregard any e-mail that requests for fne

~ same, and should refrain from sharing such details over e-mail

with-anyone.

Sending an e-mail with an infected attachment is the ‘most‘

- common means adopted by a hacker to send malicious content. -

 Hence, it is mandatory to install and maintain latest operating

system, anti-virus and application patches to prevent infection.

: All “attachments must be scanned with an anti virus progr'amb

before they are downloaded/executed, even if such e-mails are

received from a familiar source.

User should exercise caution while forwarding'mails as_the'y. may ’

" contain. malware. User should ensure authenticity of the source
-and safe nature of the attachments before forwarding any mail‘ B

" E-mails |dent|ﬂed as spam are dellvered in the “Probably Spam”
folder that exists in the user's maxlbox Hence it is reoommended‘

that the users should check the “Probably Spam" folder on a. daJIy ,
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Attachments should be opened on!y‘ when the user is sure of the

B natura of the e-mail. If any doubt exists, the user should contact

the sender to verify the authentzc:ty of tne e-mail and/or the

attachment

User should use due discretion whlle creating claasn"ed and -

sensitive document ts. Unless requr d othervwse the documnnfs ~

should be created in manner that it cannot be edlted
Users shotid not open e-mails from dublous sources. -

User should exercise caution in oponirg mails where links are
embedded in the mal! The authenticity and the safe nature of the

link should be asc ta'rmd before c'lohng the hnk
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GLOSSARY

S.No

TERM

DEFINITION

Implementing

agency (IA)

For thﬂ purpose of E-mail pohcy the lmplementmg agency is

“National Informatics Centre”

User ,

Refers to
employees who are accessing the Government services

GovernmenUState/UT employees/contractual

A one-time password (OTP) is 2 password th‘at is valid for

oniy ‘ene login session or transaction. OTPs -avoid a 'numberf

of shn rcommgs'mat are associated wnth tradlt:onal (static)

ok lSS“/:}ldS

Outsourced/contra

ctual empioyees

An employee who wérks under contract for‘vGof. A cohtract
employse is hired for a specific job or'assignment. A contract

employee does not become a regular addition to the Gal staff '

permanent errp!ovne of Gol”

and is not considered a

Organization

_minisirias/departm
| bodies, both ai the central and state level.

For the purposs of this policy, organisation refers to all
ents/offices/statutory  bodies/autonomaus

Govemment |

‘organizations offsring commercial services are not included

SPAM

Spam is the use of e-mail systems to send unsolicited bulk e-

mails, .especially advertising, indisCrifhinater.«

. Deactivation

Deactivation of an account means that the account can no
fonger be accessed. All e-mails sent to a deactivated account

shall bounce to the sender

DSC:

A digitél sighature is a,mathématicai scheme - for

‘demonstrating the authenticity of a digital ‘message or |

document. A valid-digital signatu}e gives a recipient reason to
believe that the e-mail was created by a known sender, such
that the sender cannot deny having sent the e-mail

' (authentication and non-repudiation) and that the e-mail was

not altered in transit (mtegrlty)
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The Secure Socket Layer (3SL) is the most widely deployed

"security protocol used today. It is essentially a'protocolvthat

provides a secure channel between two machmes operating

over the Internet or an internal newvork. In today's Internet

focused world, the SSL pro'tvo,cdl is typicalljl uséd when a Web ;

browser needs to securely connect to a web server over the

inherently insecure internat..

10

URL

URL stands. for Uniform Resource Locator. A URL i5 a
formatted vtextv string used by Web browsers, e-mail clients
and‘ other software: i idpn*“y a network resource on the
Internet. Network res-urces are files that can be plain Web

pages other taxt documents, graphics, or programs.

EX

Phishing

_Phishing is a fraudulent attempt, usualiy r**ada thrc\ugh e'-

mail, to stﬂ:il a user's personal | mormatlon Phishing e—mafta

almost alwayd tell a user to ci |c< a link that ta«va tha user to

a site from where the personal information is- requasted.

Legitimate organisaiions would'naver raquest this infermation |

via e-mai. Usars shouw!d naver click on a link. A user should
always type a 'URL in the browser even if the:link appears

genuine.
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